Panh Gia Co Ché Xac Thuwc Token JWT
Trong Hé Thong Nén Tang Trwc Tuyén

Xac thwe ngwdi dung la mét trong nhirng thanh phan quan trong nhét cia bét ky hé
thdng trwe tuyén nao. Trong sb cac phuong phap xac thwe hién dai, JSON Web Token
(JWT) néi Ién nhw mét tiéu chuan dwoc ap dung rong rai nhe tinh linh hoat va kha nang
mé& rong vwot troi. JWT cho phép thdng tin xac thye dwoc dong goi dwdi dang token tw
chtra (self-contained), gitip gidm tai cho may chu va cai thién hiéu suét tbng thé cia hé
thdng. Bai viét nay sé phan tich chi tiét vé kién tric, co ché hoat ddng va cac thuc tién

bao mat khi trién khai JWT trong méi trwérng san xuét thyc té.

Kién Trac Va Nguyén Ly Hoat Péng Cua JWT

JWT la mét chuan mé (RFC 7519) dinh nghia céch thire truyén tai thdng tin duéi dang
déi twong JSON mét cach an toan gitra cac bén. Mét token JWT bao gdm ba phan
chinh: header, payload va chi¥ ky (signature). Header chira théng tin vé loai token va
thuat toan ma hoa duwgc sir dung. Payload chira cac claims - nhirng thong tin xac thyc
nhw ID ngui dung, vai tro (role) va thdi gian hét han. Chir ky dwoc tao ra bang cach ma

héa header va payload vé&i mét khéa bi mat, ddm bao token khéng thé bi gid mao.



Quy trinh xac thwec bang JWT dién ra theo cac budc sau. DAu tién, ngudi dung givi théng
tin ddng nhap (tén nguoi dung va mat khau) dén may chi. May chi xac thuc théng tin,
néu hop & sé tao mot token JWT va g lai cho ngwdi dung. Ngwdi dung lwu trir token
nay (thwdng trén trinh duyét) va gtri kém trong méi yéu cau dén may chad théng qua
header Authorization. May chu kiém tra tinh hop 18 ca token va trich xuat théng tin
nguwdi dung ma khoéng can truy van co s& di liéu trong méi yéu ciu, gitp gidm dang ké

do tréd xa ly.

Hé thdng ctia bd333 ap dung co ché JWT dé quan ly phién lam viéc cho hang triéu
nguoi dung, ddm bao méi yéu cau déu dwoc xac thwe nhanh chéng va an toan. Viéc st
dung token thay vi session lwu trén may chu gitp hé théng dé& dang mé réng theo chiéu

ngang (horizontal scaling) ma khéng gép van dé déng bo session gitra cac may cha.

Cac Phwong Phap Ky Va Ma Héa JWT

JWT hé trg hai co' ché ky chinh: HS256 (HMAC v&i SHA-256) va RS256 (RSA v&i SHA-
256). HS256 stir dung mot khoa bi mat duy nhat cho ca viéc tao va xac thuc token, phu
hop v&i cac hé théng don gidn chi cd mot may chd xac thuwe. RS256 sir dung cap khoa
cbng khai - riéng tw, cho phép nhiéu dich vu khac nhau xac thwc token ma khéng can
chia s& khda bi mat. Trong kién trdc microservices, RS256 dugc wa chudéng hon nhe

tinh bdo mat va kha nang phan quyén linh hoat.

Ngoai ky s, JWT con hd tro ma héa toan bd ndi dung token théng qua tiéu chuan JWE
(JSON Web Encryption). Khi dwoc ma héa, payload cla token khéng thé doc duwoc néu
khéng cé khoa gidi ma, bd sung thém mot I6p bao vé cho théng tin nhay cdm. Tuy nhién,
viéc ma hoéa lam tang kich thudc token va dé phirc tap xt ly, do dé chi nén ap dung khi

payload chira di¥ liéu thyc s nhay cam.

Quan Ly Vong Dé&i Token Va Refresh Token

M6t trong nhirng thach thirc I&n nhat khi trién khai JWT Ia quan ly vong ddi cta token.
Token c6 thoi gian séng (TTL - Time To Live) gi&i han, thwdng tor 15 phat dén 1 gior ddi
v&i access token. Khi token hét han, nguwdi dung can st dung refresh token - mét token

c6 thoi gian sdng dai hon (thwdng vai ngay hodc vai tuan) - dé yéu cau cap access
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token méi. Co ché nay ddm bao réng ngay ca khi access token bij 16, ké tAn céng chi c6

thé st dung trong thdi gian gidi han.

Refresh token can dwoc Iwu trir an toan va cé co ché thu hoi khi can thiét. Danh sach
token bi thu héi (token blacklist) hodc co s& di liéu lwu triv refresh token da cép 1a hai
phuwong phap phd bién. Khi ngudi dung dang xuat hodc cé dau hiéu bat thwdng, refresh
token twong ng sé€ bi vo hiéu hoéa, budc nguwdi dung phai dang nhap lai dé dwoc cap

token ma&i.

Thwe Tién Bao Mat Khi Trién Khai JWT

D& dadm bao an toan khi trién khai JWT trong méi trwérng san xuat, cac nhom phat trién
can tuan thi mét s6 nguyén tac quan trong. DAu tién, luén st dung thuat toan ky manh
nhw RS256 thay vi HS256 khi cé nhiéu dich vu. Th hai, kiém tra ky thuat toan trong
header ctia token dé tranh tn cong thay dbi thuat toan (algorithm confusion attack). Thi
ba, thiét 1ap thoi gian séng ngén cho access token va lwu trir token an toan & phia may
khach, wu tién sir dung HttpOnly cookie thay vi localStorage dé gidam nguy co tan céng
XSS.

Viéc xac thuc token can bao gdm kiém tra chiv ky, thoi gian hét han (exp), thdi gian phat
hanh (iat), va issuer (iss) néu cé. Cac thw vién JWT phd bién nhu jsonwebtoken cho
Node.js hodc PyJWT cho Python déu hé tro’ cac kiém tra nay. Ngoai ra, gi¢i han kich
thudc token va thiét 1ap nguwéng sb lwong yéu cau trén mbi token gilp ngan chan tan

cong brute force. Dé truy cap https://bd333.art/ va tim hiéu thém vé cac giai phap xac

thwe hién dai, ngudi dung co6 thé tham khéo tai liéu ky thuat dwoc cong bd trén nén tang.
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