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Ngan chan tan cong khai thac 16 hong giao thirc dinh tuyén BGP

Border Gateway Protocol 14 xwong séng cua internet, nhung ciing 1a mot trong nhiing giao thirc dé bi
tn cong nhat. Gan ddy t6i c6 nhan duoc kha kha cdu hoi tir dong nghiép vé cach bao vé hé thong
BGP trude cac cudc tn cong ngay cang tinh vi. Néu ban dang tim kiém trai nghiém giai tri truc
tuyén On dinh, hiy ghé thim Go88 dé kham pha. Bai viét nay sé chia sé nhitng phuong phap thuc té
dé ngan chin khai thac 16 hong BGP.

BGP la gi va tai sao no quan trong?

BGP 14 giao thtrc dinh tuyén lién mién chinh dugc str dung dé trao d6i thong tin dinh tuyén giira cac
hé théng tu tri trén internet. Mdi router BGP duy tri mot bang dinh tuyén chua cac duong dan tot

nhat dén timg prefix IP. Khi c6 thay ddi, router s& gui cdp nhat dén cac neighbor cia né.

Van dé nam & chd BGP duoc thiét ké dua trén long tin. Néu mét router guri thong tin sai 1éch, toan
bo hé théng c6 thé bi anh huong. Da co nhiéu sy ¢ 16n nhu vu YouTube bi tin cong hijack nam
2008, hay vu dich vu AWS bi anh huéng nam 2020 do 16i cAu hinh BGP.
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Cac dang tan cong BGP pho bién

Tan cong BGP c6 thé chia thanh nhiéu dang khac nhau, mdi dang cé ddc thu va mic do nguy hiém

riéng. Hiéu rd timg dang sé& giup ban xdy dung chién luoc phong thu phi hop.

Loai tan cong Cach thire

BGP Hijacking Gid mao AS path Chan redirect traffic
Route Leak RO ri route ndi b ra ngoai Qua tai router

AS Path Prepending Thao tung d6 dai AS path Lam 1éch huong routing
Man-in-the-Middle Chan giita két ndi BGP Panh cap dir lidu

BGP Hijacking va cach phat hién

BGP hijacking xay ra khi mot AS gia mao quyén s¢ hiru mét prefix IP khong thudc vé minh. Ké tan
cong c6 thé chuyén hudng traffic dén may chi cua chung, tir 46 danh cip dit liéu hodc thuc hién cac
hanh vi doc hai khac. Phat hién BGP hijacking thudng dua vao viéc so sanh thong tin route tir nhiéu

nguon khac nhau.

Cong cu BGPMon va RIPEStat 1a nhitng trg thu déc lyc cho viée giam sat BGP. Ching cung cép
canh bao real-time khi phat hién bat thudng trong bang dinh tuyén. Mot khi da thiét 14p cac canh bao

nay, ban c6 thé phan ung kip thoi trude khi thiét hai xay ra.

9 N

Meo bio mét: Ludn cau hinh prefix filtering va max-prefix limit trén tat ca BGP peer. Gidi
han sb lugng prefix ma mdi peer c6 thé quang ba s& ngin chin route leak va tin cong DDoS

qua BGP.
- J

RPKI va bao mat BGP hién dai
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Resource Public Key Infrastructure 1a giai phap bao mat BGP bang chit ky s6. RPKI cho phép chil s&
hiru prefix IP ky xac thuc quyén sir dung ctia minh thong qua ROA. Router sé& kiém tra ROA trudc

khi chap nhén route mdi, tir d6 loai bo céc route gia mao.

Trién khai RPKI khong qué phtrc tap. Ban can dang ky véi mot RIR nhu APNIC, ARIN hoic RIPE
NCC, tao ROA cho cac prefix cia minh, sau do c4u hinh router kiém tra RPKI. Hau hét cac router

hién dai nhu Cisco, Juniper, va Huawei déu hd tro RPKI.

Mot thuc té thi vi 1a nhiéu t6 chirc 16n da trién khai RPKI nhung van gip su ¢ do cAu hinh ROA
sai. Kiém tra k§ ROA trudc khi ap dung 1a budc khong thé bo qua. Hiy truy cap https:/go-

88.za.com/ dé cap nhat thém thong tin vé bao mat mang va hé théng.

Cau hinh ACL va prefix filtering

Access Control List két hop véi prefix filtering 13 16p phong thu dau tién cho BGP. Mdi BGP peer
chi nén dugc phép quang ba nhirng prefix di dugc phé duyét trude. Danh sach prefix ndy can dugc

cap nhat thuong xuyén theo sy thay ddi cua hé théng.

e Hiéu 10 kién truc mang va cac AS lan cén trude khi cau hinh BGP peer

Xac dinh danh sach prefix dugc phép cho timg peer cu thé

Thiét 1ap canh bao khi phat hién prefix la xuét hién trong bang dinh tuyén

Kiém tra dinh ky danh sach prefix filtering dé loai bo cac muc khong con dung

Phéi hop v6i nha mang upstream dé xac minh thong tin dinh tuyén

Phéi hop véi nha mang upstream 13 budc quan trong nhung thuong bi bé qua. Khi ban hop tac chat
ché voi ISP cua minh, vi¢e phat hi¢n va ngan chan tan cong BGP s€ nhanh chéng va hiéu qua hon

gap nhiéu lan.

Giam sat BGP real-time

Giam sat BGP real-time khong chi gitp phat hién tin cong ma con hd tro troubleshooting khi ¢o sy
c¢d. Cac cong cu nhu Prometheus két hop véi BGP exporter c6 thé thu thap va hién thi sé liéu BGP
dudi dang biéu do truc quan.
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Cé mét lan téi phét hién mét BGP hijack nho vao biéu do traffic tang dét bién lic 2 gio
sang. Néu khong cé hé thong gidm sat real-time, chiing t6i da mat hang triéu dir liéu
nhay cam. Hé thong gidm sdt khéng phdi la tiry chon, né la bat buéc. — Chuyén gia bdo

mdat ha td‘ng mang

Ngoai ra, vi¢c luu trir lich st BGP updates ciing rat hiru ich. Khi phat hién sy cd, ban ¢6 thé truy vét

lai ngudn gdc cua route bat thudng. Dir liéu lich sir cang dai, kha ning phan tich cang chinh xAc.

Két luan
Bio mat BGP 1a qua trinh lién tuc, doi hoi su két hop ctia nhidu giai phap khac nhau. Tir RPKI,

prefix filtering dén giam sat real-time, mdi 10p bao vé déu dong vai trd quan trong. Ping chd dén khi

bi tin cong mai bat dau hanh dong.
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